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MODUL

UJI KOMPETENSI KEAHLIAN
TAHUN PELAJARAN 2025/2026

Satuan Pendidikan : Sekolah Menengah Kejuruan
Konsentrasi Keahlian : Teknik Komputer dan Jaringan

Kode : KM25.4.2.1

Judul : Membangun Sistem Keamanan Jaringan

Paket

Serta Monitoring real-time terhadap Perangkat dan Server.

1. Topologi Teknis
e Router sebagai gateway dan firewall.
e Switch manageable sebagai segmentasi VLAN.
e Server Linux sebagai DNS, Web Server, dan Monitoring Server.

2. Rincian Teknis

VLAN
VLAN | Nama Network Gateway
10 Guru Admin 192.168.1xx.0/24 | 192.168.1xx.1
20 Siswa 192.168.2xx.0/24 | 192.168.2xx.1
30 Server 192.168.30.0/24 | 192.168.30.1

Ket: xx pada penggunaan IP Address merupakan nomor urut Absen (Contoh: Siswa bernama

Ahmad dengan nomor urut absen 1, maka penggunaan Networknya: 192.168.101.0/24)

Server Linux (Static)
o [P:192.168.30.10/24
e DNS + Web + Monitoring

Domain

e ukksmktkj.xyz
KONFIGURASI PERANGKAT
1. Konfigurasi Router
e Buat VLAN 10, 20, 30 pada interface trunk (ether2).
e Atur pengelamatan IP:
o 192.168.1xx.1/24
o 192.168.2xx.1/24
o 192.168.30.1/24
e Buat DHCP Server untuk VLAN 10 & 20.
o Buat NAT Masquerade untuk akses internet.
e Limitasi Bandwidth VLAN-10 dan VLAN-20 menggunakan Queue

2. Konfigurasi Switch Manageable
e Membuat VLAN 10, 20, 30 di switch.

3. Konfigurasi Server Linux
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DNS Server
e Membuat zone ukksmktkj.xyz

e Record:
ukksmktkj.xyz A 192.168.30.10
WWW A 192.168.30.10
monitor A 192.168.30.10
Web Server

e Menampilkan halaman web sederhana.

Monitoring Server
o [Install Zabbix/Prometheus/Cacti.

Gambar Kerja :

Clogd-PT

Ether1-Internet
Ether2-Local

Router-PT
RB-UKKTKJSMKHN

Laptop-PT Laptop-PT Server-PT
VLAN10-Guru-Admin VLANZ0-Siswa Server WEB, DNS, MONITORING
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PEMBAHASAN:

A. Pasang Jaringan Sesuai Topologi di atas
B. Konfigurasi Router
1. Login ke Router via Winbox
'@ WinBox (6dbit) v3.41 (Addresses)

File Tools

Connect To: |[BCENEE R I

Login: | admin

Password: |

Session: | 103.162.141.230:48254

Note: | Mikro Tik
Group: |TCDN

RoMON Agent: |

Managed Naghburs |

MAC Address / |IP Address Identity
C4AD:34:420475  0.0.0.0 Mikro Tik

2. Setelah berhasil login, lakukan Reset System dengan memilih menu System> Reset
Configuration> No Default Configuration> Reset Configuration, dan tunggu Router melakukan
Reboot dan Connect lagi ke Router.
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@ admin@C4:AD:34:42:04:75 (MikroTik) - WinBox (64bit) v6.45.4 on RB351Ui-2HnD (mipsbe)

Session Settings Dashboard

Session: | 103,162.141.230:48234)
A& Quick Set
1 CAPsMAN
# Interfaces
i Wireless Keep. User Con ion.........
&5 Bridge [ CAPS Mode
= ZPP& No Defaut Contfiguration
= Swit
e ("] Do Not Backup
& P Run After Reset: |
</ MPLS
#2 Routing
%2 System
& Queues
Files
L. Log
S RADIUS
XK Tools r
[ New Teminal
41 Dot1X
¥ MetaROUTER
#5 Patition
| Windows [*
3. Rename Identity Router dari MikroTik menjadi “UKK-TKJ Nama” (Nama disesuaikan dengan
nama masing-masing)
Pilih menu System> Identity
@ admin@C4:AD:34:42:04:75 (UKK-TK)_Mazar) - WinBox (64bit) v6.45.4 on R
Session  Settings Dashboard

Session:| 103.162.141.230:48294)

A5 Quick Set
1 CAPsMAN Identity
|#8 Interfaces
1 Wireless
Ef Bridge
=g PPP

= Switch

4. Tambahkan user baru ﬁada menu Sistem> User

Users |Gmpa|55Htha|55HPﬁuilekﬂ|kﬁveUm|

#=] [l [a] [7] [ ]

|Name & |Emup |Nluwed Address |Last Logged In |
.o system default user

X & admin__ful Apr/04/2026 12:39:06
& nazar Full

Reset Configuration

Kemudian user admin di Disable, untuk menghindari salah masuk Router pada saat ujian,
karena menggunakan banyak Router.
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5. Rename Interface ethernet
“ether1” menjadi “ether1-WAN”
“ether2” menjadi “ether2-LAN”
“ether5” menjadi “ether5S-MANAGEMEN”

Interface List

Interface List Ethemet EolP Tunnel  IP Tunnel GRET

Interface

#~][=] [][¢] || [ ] [ ootectttame |

| MName £ |T'_.rpe Ae
R a1 etherT-WAN Ethemet
R 41 etherZ-LAN Ethemet
45 etherd Ethemet
1 etherd Ethemet
R &l ether5-MANAGEMEN Ethemet
X & wlan Wireless (ftheros ARS...

6. Tambahkan DHCP-Client untuk mendapatkan Internet: pilih menu DHC-Client+Interface
ether]-WAN> Add Default Route=no kemudian pastikan status bound.

DHCF Cliert | DHCP Client Options

IEIIEI | Release || Renaw |

[=]|E3

Comment

|Interface / |Use P... |Add D...|IP Address |Expires After | Status | ¥
etherl-WAN yes no 172.27.100.250/24 00:25:42 bound
DHCF Cliert <ether1-WAN:
orch | s | S
Interface: (EhEARTIN! IE'
s Peer NTP
Digable |
Add Default Route: |no [ =]

7. Tambahkan Route: Pilih menu IP> Route+Gateway isikan IP Gateway= 172.27.100.1

New Route = E3
General | Attributes
Dst. Address: [0.0.0.0/0 |
Gateway: [172.27.100.1| [+] | % Apply
Check Gateway: | | = | Disable ‘
Type: |ur1icast ” S |
Distance: | | b Copy
Scope: |30 | [ Remove |
Target Scope: |'I'|] |
Routing Mark: | | b
Pref. Source: | | W
Cek kembali IP Route”
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Fogelw

Routes | Mexthops = Rules VRF

#[=] [l =] [v]

| Dist. Address "'~_|GE.|’na'.~ul.f-.|1,.r
DAC P 172.27.100.0/24 ether1-WAN reachable
AS = 0.0.0.0/0 172.27.100.1 reachable ether1-WAN

8. Tambahkan DNS-Server: Pilih menu [IP>DNS> Allow Remote Reques=yes lalu tambahkan IP
DNS Server=192.168.30.10

DMS Settings

Servers: [192.168.30.10 | & [=]
Dynamic Servers: |172.27.100.1 |
8888 |
8844 | . :
Static
Allow Remote Requests
Max UDP Packet Size: |4096 |
Query Server Timeout: |2.DDD | 5
Query Total Timeout: [10.000 s

Max. Concurrent Queries: | 100 |

Max. Concument TCP Sessions: |20 |

9. Cek koneksi Router ke Internet: Pilih menu Tool> Pin> masukan DNS Google: 8.8.8.8 klik

start, dan pastikan mendapatkan koneksi

m—p—
Ping To: [8.8.8.8 |
Interface: | |- Close

Packet Count: | |-
Timeout: | 1000 |ms

Seq#/ |Host Time  |Reply Size |TTL |Status -

08888 Ims 50 114 f
188838 Ims 50 114
28888 Ims 50 114
318888 Ims 50 114

10. Tambahkan Firewall NAT, Pilih menu IP> Firewall NAT+General chain=srcnat> Out
Interface=ether-WAN> Action=masquerade
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MNew MAT Rule

General | Advanced Esdra Action Statistics | oK |
Chain: |srmat| || ¥ || | Cancel |
Src. Address: | |- | Poply |
Dst. Address: | | -
| Disable |
Protocal: | | - | - |
Src. Port:
e Pot:| v | Copy |
Dst. Port: | | »
| Femove |
Any. Port: | | - ||
In. Interface: | |- | PRI EE |
Out. Interface: [ | |ether1-WAN S | Reset All Counters |
In. Interface List: | |-

New NAT Rule
General Advanced Extra  Action |5tausucs | OK |
Action: |masquerade []|| Cancel |
(ing | Apply |
Log Prefix: | v || Dsable |
To Ports: | (v || Comment |
o]
| Remove |

11. Tambahkan Interface VLAN10, VLAN20, VLAN30 pada interface “ether2-LAN”
Pilih menu Interface>VLAN+name=VLAN10> VLAN ID=10> Interface=ether2-LAN

Imteface <VLANT0-Admin Guns

Generd | Loop Protect  Status  Traffc

MName: |‘u"L.ﬁ.N'ID—Fudmir1 Gury|
Type: |VLAN

|

|

MTL: | 1500 |
Actual MTU: | 1500 |
|

|

|

L2 MTU: | 1594
MAC Address: |C4:AD:24:42:04:72 Copy
ARP: |enabled I | Remove |
ARP Timeout: | |- Torch
VLAN ID: [10 |
Interface: |ether2-LAN [ #]

[ ] Use Service Tag

|enabled |mr1r1ir1g |
Lakukan langkah yang sama untuk VLAN20 dan VLAN30
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#el= vix (O 7] 0f Gorenl [opPuiee Suin
T — W v v
A el emert WAN L
R e ebwe2 LN Tyoe |
A & VLAN 1 0-Admn Guny MTU. (1
A VLAN2O Siema e
- ; Actued MTU [1500
v otherd L2MTU [1594
b eerd T
A ol ethars MANAGEMEN MAC Address (C4AD: 24420472
L & wint -
. - 18
Stoma (1 sclected) v | .
htedace |ether2LAN 1| | Comeart |
VUNID 20| e addens [EAAD S EIST | L_Co |
S s AP aabled (3] | Remove |
ARP Tmeout; | - Torch
VLANID: 130 ]
iterface: sther2-LAN s
I Une Servics Tag
enabled nreg

12. Tambahkan IP Address untuk masing-masing VLAN: penting di perhatikan penggunaan IP

Address disesuikan:

Pilih menu IP> Address+Masukan IP: 192.168.10.1/24> Interface=VLAN10 (IP disesuiakan)

Address List
#][=] [][x]
\Address  Network / |Inteface | w

D or 172.27.100.250/24 172271000 ether1-WAN

o 152.168.10.1/24 192.168.10,0 WLANT 0-Admin Gu
o 192.168.20.1/24 192.168.20.0 WLANZ0-Siswa

Address <192.168.10.1/24>

Address: | 192.168.10.1/24
Network: |152.168.10.0

Interface: | VLAN10-Admin Guru

Address <192.168.20.1/24>

Address: |192.168.20.1/24
Network: |192.168.20.0

Interface: | VLANZ0-Siswa

Address <192.168.30.1/24>
enabled A

Address: | 192.168.30.1/24

Network: | 192.168.30.0

. Interface: | VLAN30-Server

4 items (1 selected)
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13. Tambahkan DHCP-Server untuk VLAN10 dan VLAN20
Pilih menu DHC-Server> DHCP Setup> DHCP Server interface>
VLAN10>Next>Next>Next>DNS Server=192.168.30.10>Next>Next
Dan pastikan sukses;

DHCP Server
DHCP | Metworks Leases Options  Option Sets | Alerts
[#][=] [«][5] | DHCP Corfig || DHCP Setup | Find
|Name d |Irrterface |Fle|a'_.r |Lease Time Address Poal |Add AHI -
dhepl WLAN10-Admin Guru 00:10:00 dhep_poold no
dhcp? VLANZ0-Siswa 00:10:00 dhcp_pooll no
2items

14. Limitasi Bandwidth untuk VLAN10=10Mbp dan VLAN20=20Mbps
Pilih menu Queue> Simple Queue+ Name= 10Mbps> Target= VLAN10-Admin Guru> Max
Limit 10M targer Upload> 10M targer Download
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[=]|E3

Simple Queues | Intefface Queues CQueue Tree  Queue Types

IEI IEI @ | 00 Reset Counters || 00 Reset All Counters | Find

H | |Name |Target |Uplnad Mazx Limit |annluad Max IJm'rthad{et I"-I'IE-.n‘iv
0 & 10Mbps VLANT0-Admin... 10M 10M

1 & 20Mbps VLANZOSiswa  20M 20M

General | Advanced Statisics Traffic Total Total Statistics | |

Name: | 10Mbps | | Cancel |

Target: | VLAN10-Admin Guru EES | Apply |

. Dt | |~ | Dsable |
Tanget Upload Target Download

2rems Max Limit: | 10M = F:||¢| [10M = | ¥ | bits/s I Cﬂ:::m I

Simple Queue <20Mbps:

General | Advanced Statisics Traffic  Total Total Statistics | oK |
Name: | 20Mbps]| | | Cancel |
Target: | VLANZ0-Siswa |+] = | Apply |
Dt |~ | Dissbe |
Target Upload Tanget Download | Comment |
Max Limit: |2'|]M || ¥ | |2'I]M || 3|b'rts.a"s | Copy |

— - Burst
Burst Limit: |unlimited %] [uniimited [ ] bits/s | Remove |
Burst Threshold: |unlimited | #| |unlimited | % | bits/s | Reset Counters |
Burst Time: |0 | [0 s | Reset All Courters |
— L E | Torch |

15. Aktifkan Fitur RoOMON, agar bisa remote dua perangkat Router dan Switch.
Pilih menu Tools> RoMON> enable> Secrets= masukan ukktkj2026

RoMOM Settings

Enabled
ID: | |-
SEﬁ'EtSZl .......... ¢

16. Pasang Tools Netwatch untuk memantau status Server
Pilih menu Tools> Netwotch+ Host= 192.168.30.10
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3= el [l ¥

Interval: [00:01:00 | Apply
Timeout: | 1000 \ms

Disable

Status: |up |
Since: | Apr/04/2026 11:11:48 |

Comment

Copy

1item (1 selected)

il

Remove

\enabled

17. Seting DHCP-Server Network
DNS Server hanya tersisa 192.168.30.10

+=] ] [7]

Address + | Gateway |DNS Servers
152.168.10.0/24 152.168.10.1 152.168.30.10

DHCF Netwaork <192.168.10.0/24> DHCP Network <

Address: |192.168.10.0/24 | 0K Address: [192.168.20,0/24 | ”
Gateway: |152.168.10.1 I Cancel Gateway: [192.168.20.1 s -

Netmask: | |-

[ ok |
Cancel
] No DNS Apply Metmask: | | -

S
DNS Servers: [192.168.30.10 [ mm ] ~ Comment

|| DNS Servers: | 192.168.30.10 =]

Domain: | | = | Copy | - Domain: | | » | Copy |

WINS Servers: | v WINS Servers: | -
NTP Servers: | ¥ NTP Servers: | =
CAPS Managers: | - CAPS Managers: | >
Mext Server: | v Mext Server: | | v
Boot File Name: | | = Boot File Name: | | =
DHCP Options: | - DHCP Options: | ¥
DHCP Option Set: | | = DHCP Option Set: | | =

18. Aktifkan Fitur SNMP
Pilih menu IP> SNMP> enable

C. KONFIGURASI SWITCH

1. Hubungkan Ether5 Switch ke Laptop
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2. Login ke Switch via Winbox
@ ‘WinBox (64bit) v3.41 (Addresses)

File Tools

Connect To: |[eGRNEEE eI R

Login: |admin

Fassword: |

Session: | 103.162.141.230:48294

Note: | Mikro Tik
Group: | TCON

RoMON Agent: |

Managed Meighbors |

MAC Address / |IP Address Identity
C4AD: 34420475  0.0.0.0 Mikro Tik

3. Setelah berhasil login, lakukan Reset System dengan memilih menu System> Reset Configuration>
No Default Configuration> Reset Configuration, dan tunggu Switch melakukan Reboot dan Connect
lagi ke Switch

@ admin@C4:AD:34:42:04:75 (MikroTik) - WinBox (64bit) v6.45.4 on RB951Ui-2HnD (mipsbe)

Session Settings Dashboard

Session: | 103,162.141.230:48294|
A& Quick Set
3 CAPsMAN
## Interfaces
1 Wireless
&5 Bridge
%2 PPP No Defautt Configuration
=2 Switch
o[g Med‘
& P
< MPLS
#2 Routing

Reset Configuration

["] Do Not Backup
Run After Reset: |

4. Rename Identity menjadi “SW-UKK_Nama” (Nama disesuaikan dengan nama masing-masing)
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@ admin@4C:3E:0C:75:2B:75 (SW-UKK_NR) - WinBox (64bit) v6.49.13 on RET50 (mij
Session  Settings  Dashboard

Session: [103.162.141.230:48294]

# Cuick Set
; EH:M.HN |dentity
aces
I- Viirsless Identity: | SW-UKK_NR oK
¢
== PPP Aoply
5 Switch
"2 Mesh

5. Buat Interface Bride untuk VLAN:
Pilih menu Bridge> + Name= BRIDGE-VLAN
@ admin@4C:5E:0C:75:28:75 (SW-UKK_NR) - WinBox (64bit) v6.49.13 on RET30 (mipsbe)
Session  Settings Dashboard

Session: 103.162.141.230:4824)

# Quick Set
L CAPsMAN BI]
" Interaces Brdge | Pots Port Extensions  WLANs MSTIs  Port MST Ovemides  Fiters NAT Hosts  MDB
1 Wireless . . -
32 Brdge [#][=]
»= PPP [Name * | Type L2MTU |Tx R v
, R & BRIDGE-VLAN Bridge 65535

) Switch
"2 Mesh Interface <BRIDGE-VLAN> = E3
P I General | STP VLAN Status Traffic
Q MeLS P Mame: | BRIDGE-VLAN |
J* Routing I3 :
Gomm 1 o e | T ]

MTU: -
== ' |
B Fies Actual MTU: | 1500 |
| Log 4 L2 MTU: 65535 |
&7 RADIUS liemout of 6 MAC Address: |BA:5F-A1:99.0FC2 | Copy
X Tools y ARP: [enabled 5] | [ Remove |
B New Teminal P a— | | . —
& Dot1X _
@ MetsROUTER Admin. MAC Address: | | -
¥ Parition Ageing Time: | 00:05:00 |
E Make Supout rif
@ New WinBox [] IGMP Snooping
Bl Exit [] DHCP Snooping

Fast Forward
HE Windows ¥
| |mnning slave

6. Masukan Port etherl, ether2, ether3, ether4 ke dalam BRIDGE
Masih di menu Bridge pilih Ports> + etherl, ether2, ether3, ether4
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Bridge
Bridge Poﬂs‘mm|m|um

E|B o] ] [v]

|Interface |Bridge

& etherl BRIDGE-VL
1H & ether? BRIDGE-VL
ZIH & etherd BRIDGE-VL]
IH & etherd BRIDGE-VL]

Bridge Port <etherl>

General | ST VLAN. Stats

Interface: |stherl
Bridge: | BRIDGE-VLAN

i

T Brdge Port <ether2>
Leq Generd | STP VLAN St

Interface: | ether?

Bridge: |BRIDGE-VLAN
Bridge Port <ether3>

Goneral | STP | VAN Saus

Interface: | etherd

i

7. Arahkan port Ether2 ke VLAN10,

Bridge: | BRIDGE-VLAN

Bridge Port <etherd>
e | TP | VLAN | Stae|

interface: [EE I |

i

Bridge: |BRIDGE VLAN [=]

i

Honzonl

| -

g

Leam: |auto |
Unknown Unicast Flood
Unknown Mutticast Flood
Broadcast Flood
[] Trusted

Cl

i

==

Hardware Offload

Multicast Router: |Temporary Query |

|

port Ether3 ke VLAN20 dan port Ether4 ke VLAN30

Klik ganda pada port ether2, ether3, ether4 Masukan ID VLAN
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Bridge Fort <etherZ»

"7

General  STP "'-I"LF'-N|5titun|

PVID: |10

Frame Types: |admit al

Bridge Port <etherd>
1 General  STP "'i"L-'"'-N|Elitua|

PVID: |20

Frame Types: |adm'rt all

Bridge Port <stherd:

General  STP ‘u'LAN|3atua|

i PVID: |30

4 Frame Types: admit all

[ Ingress Fitterng
[] Tag Stacking

|i|'|a|:'ti'-;e | Hw . Offload

8. Buat VLANSs masih pada menu Bride pilih VLANs
VLANs+Bridge=BRIDGE-VLAN> VLAN Ids= 10> Tagged= ether]1 Untaged= ether2

P1-25/26 Hak Cipta pada TKJ SMK Hang Nadim Batam



=]
[x]

Bridge Pois Port Edensions VLANs | MSTlz  Port MST Ovemides  Fitters  MNAT  Hosts

1+ =] [7]l=] =] (7]

|Bridge + [VLAN IDs o
BRIDGEVLAN 10 Bridge: | BRIDGE-VLAN

@J%
E m

.

BRIDGEVLAN 20 VLAN IDs: [10
BRIDGEVLAN 30

Tagged: |ether1
Untagged: | ethers

Ap Ap Ay | ¥

Bridge: | BRIDGE-VLAN
VLAN IDs: |20
Taagged: |n.=fther'|
Untagged: |aﬁ’:va"3

2

Curmrent Uintagged:

VLAN IDs: |30
Tagged: |e‘ther1
Untagged: |ether4

g

=

Cumrent Tagged: |
Cument Untagged: |

g
2

9. Aktifkan fitur ROMON
Pilih menu Tools> RoMON> enable> Secret=ukktkj2026

RoMON Settings
Enabled
ID: |
Gecrets: |

Current |D: |4C:5E:0C: 75:2B:71

10. Aktitkan Bridge Filtering
Pilih menu Bridge> BRIDGE-VLAN> pada menu VLAN centang VLAN Filtering

P1-25/26 Hak Cipta pada TKJ SMK Hang Nadim Batam



Bridge | Portz  Port Extensions  VLAM= MSTlz  Port MST Ovenmides  Fiters  MAT  Hostz  MDB
o = || (O |T| | Seitings

Mame Type L2MTU |Tx Fux -
R & BRIDGE-VLAM Bridge 1553 Obps Obps

Interface <BRIDGE-VLAN:

=] E3
General STP VLAN | Status | Traffic

EtherType: |x8100 ¥
PVID: 1
Frame Types: admit all ¥
|
. Ingress Filtering *
Ttemo

11. Pindah koneksi laptop/PC ke ether2 Switch, kemudian cek apakah Laptop mendapatkan IP VLAN10,
jika sudah mendapatkan IP VLAN 10, artinya jaringan VLAN 10 sudah berjalan.
Pilih ud Comad Prompt, lalu ketik ipconfig:

LerneL duapier L

Connection-specific DNS Suffix

Link-local IPve Address . . . . . : fe80::494d:3108:b48c:453d9%25
IPv4d Address. . . . . . . . . . . : 192.168.18.254

Subnet Mask . . . . . . . . . . . : 2G5 255 255.8

Default Gateway . . . . . . . . . : 192.168.16.1

Ethernet adapter Bluetooth Network Connection:

Media = . . «. . . : Media disconnected
onnectio Suffix :

Media disconnected

C:\Windows\5ystem32>_

12. Pindah koneksi laptop/PC ke ether3 Switch, kemudian cek apakah Laptop mendapatkan IP VLAN20,
jika sudah mendapatkan IP VLAN 20, artinya jaringan VLAN 20 sudah berjalan.
Pilih menud Command Prompt, lalu ketik ipconfig:
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Ethernet adapter Ethernet:

Connection-specific DNS Suffix

Link-local IPvée Address . . . . . : fTeB88::494d:316:b48c:4ad2%25
IPv4 Address. . . . . . . . . . . : 192.168.206.254

Subnet Mask . . . . . . . . . . . : 255,255,255.8

Default Gateway . . . . . . . . . : 192.168.26.1

Network Connection:

i !
on-specific DNS Suffix

!

13. Hngkan Server ke Switch pada ether4 Switch dan pastikan Runnig

Interface List
Interface | Interface List Ethemet EolP Tunnel  IP Tunnel  GRE Tunnel  VLAM  VRRFP
L hd 1| |5F | | Detect Intemet
MName Type Actual MTU L2 MTU | Tx -
R & BRIDGE-VLAN Bridge 1500 1598
RS & etherl Ethemet 1500 1600
5 o ether? Ethemet 1500 1598
RS & etherd Ethemet 1500 1598
RS & etherd Ethemet 1500 1558
@ ethers Ethemet 1500 1558

14. Blokir Service dari VLAN 20 ke VLAN 10
a. Tambahkan Rule Firewall, pilih menu IP Firewall> Filter Rule> Chain= Forward> Action=Drop
Src Address= 192.168.20.0/24 Dst Address= 192.168.10.0/24

Fiter Rules | NAT Mangle Raw Service Ports  Connections | Address Lists = Layer7 Protocols

oo (=] | |F| | o0 Reset Courters || o0 Reset All Counters

# Action Chain Src. Address
. BLOKIR WLAN 20 ke VLAN 10
] K drop forward 192.163.20...

General | Advanced Bdra Action Statistics | OK |
Chain: ¥ | * | Cancel |

Src. Address: 152.168.20.0-24 * | Aoply |

Dst. Address: 152.168.10.0/24 * | Disable |

b. Tambahkan Rule mengizinkan akses VLAN 30 ke VLAN 10
Pilih menu IP> Firewal> Filter Rules> + chain=forward Src Address= 192.168.30.0/24 Dst
Address= 192.168.10.0/24 Action=accept
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s IZINKAN AKSES VLAN 30 KE VLAN 10
1 of accept forward 152.168.30... 192.168.10...

Firewall Rule <192.168.30.0/24->152.168.10.0/24>

General | Advanced Extra Action  Statistics | OK |
Chain: |[fJyETis| || ¥ | e | Cancel |
Src. Address: [ ] |192.168.30.0/24 . | Apply |
Dst. Address: || |192.168.10.0,/24 | & | — |
sanle
Protocol: | |- | Comment |
Lo Dt | |
c. Tambahkan Address List untuk mendaftarkan IP yang terpercaya
Pilih menu IP> Firewall>
Address List> + name=trusted> Address= 192.168.10.0/24
Address List> + name=trusted> Address= 192.168.20.0/24
Address List> + name=trusted> Address= 192.168.30.0/24
T[]
Fiter Rules = NAT  Mangle Raw Service Pois | Connections  Address Lists | | ayer7 Protocols

[+ =] [7]l] Frd__ @3]

Mame Address Timeout Creation Time { -
| | | | | |
@ trusted 192.168.10.0/24 Ao 0472026 11:5...

@ trusted 192.168.20.0/24 Apr/04/2026 11:5...
@ tusted 192.168.30.0/24 Apr/04/2026 11:5...
(T[]
Name: |trusted %] oK
Address: | 192.168.10.0/24 | Cancel
Timeout: | | - Aoply
Creation Time: | Apr/04/2026 11:53:14 |
[=]/E3
Mame: |tn.|sted || il K

Address: | 192.168.20.0/24

=" sa] Firewall Address List <trusted:
Name: [=]
Address: | 192.168.30.0/24 |
Timeout: | | -
Creation Time: | Apr/04/2026 11:53:36 |

3
&

i

£
g

Dizable

Comment

2

Remove

d. Tambahkan Rule untuk mendeteksi bruteforce pada WinBox dan pada SSH
Pilih menu IP> Firewall> Filter Rule+ Chain=input> Protocol=tcp> Dst Port 22,8291> Acction=
add src to address list> Address list=bruteforce> Timeout= 1d 00:00:00
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Firewall Rule <22 8251

General | Advanced Edra Action Statistics | OK |
Chain: (=] | Cancel |
Src. Address: | | hd | Apply |
Dst. Address: | | hd | — |
Protocol: [ | |6 ftcp) S | Comment |
Src. Port: | | - | Copy |
Dst. Port: [ | | 22,8251 | - | - |
Emove

Any. Port: | | -
In. Interface: | | - | Reset Counters |
Out. Interface: | | = | Reset All Counters |

Firewall Rule <22 8251

General Advanced Bxtra  Action | Statistics | OK |
JYe0ll =dd src to address list | Cancel |

[ | Llog | Aoply |

Log Prefix: | /v || Dsabe |
Address List: [bruteforce [3]|| Comment |
Timeout: | 1d 00:00:00 [=]| | Copy |

| Remove |

| Reset Counters |

| Reset Al Counters |

e. Buat Rule untuk memblokir bruteforce
Pilih menu IP> Firewall> Filter Rule> add chain=input Src Address lis= bruteforce action=drop

[=]|E3

Fitter Rules | MAT Mangle Raw Service Pots  Connections  Address Lists | Layer7 Protocols

IEIIEI | 00 Reset Counters || 00 Reset Al Counters | Find | |a|| || ¥ |

H# | |Actiun Chain |Src. Address |Dst. Address |F‘mtn| -

;i BLOKIR VLAN 20 ke VLAN 10

0 ¥ drop farward 152.168.20... 192.163.10...

s IZINKAN AKSES VLAN 30 KE VLAN 10

1 o accept forwand 152.168.30... 192.163.10...

2 ot add src to address list input & ftcp)

3 # drop input

Firewall Rule <
General Advanced | Extra Action Statistics oK

‘ _ _
= Src. Address List: [£3 |bruteforce E2PS Cancel

Dist. Address List: | | 7 | Apphy
- Layer? Protocol: | | hd | Dizable
15. Buatkan Filter Loging

Pilih menu IP> Firewall> Filter Rule> Chain=input Action=log> Log Prefix= @CRITICAL
ACCESS@
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Firewall Rule <=

General

Advanced Bxira  Action

Statistics

Chain: |ir1ert

Src. Address: |

Dist. Address:

Protocal: [ | |6 ficp)

Sre. Port: |

Dst. Port: [ | 829122

Any. Port: |

In. Interface: |

Out. Interface: |

o
[s][*]| | cance |
MEEN"
I~ | Disable |

211 [ comment |
M=
:: T e |
v | Reset Counters |
e | Reset All Counters |

Firewall Rule <=

General

Advanced Exra Action

Statistics

oK |

Action: |log

[v| Log

Cancel |
foply

Log Prefix: | @CRITICAL ACCESS@

Disable

Remove

|
|
Copy |
|
|

Reset Courters

|
|
|s
|
| Comment
|
|
|
|

Reset All Counters |

D. MONITORING ROUTER DAN SERVER DARI CACTI

L.

Akses monitoring Cacti dengan memasukan monitor.ukksmktkj.xyz pada URL
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Cek Menu Log, maka hasilnya akan menampilkan Histori Log
i sk S
1 CAPsMAN Foo a3l
| Interfaces
= b |Time |BLrFfer |Topics |Message | hd
1 Wireless 579 Apr/04/2026 12:22:13  memory firewall, info @CRITICAL ACCESS@ input: in:VLAN20-Siswa out (unknown 0), src-... &
gg Bridge 580 Apr/04/2026 12:22:13  memory firewall, info @CRITICAL ACCESS@ input: in:VLAN20-Siswa out (unknown 0), src-...
=E PPP 981 Apr/04/2026 12:22:13  memary firewall, info @CRITICAL ACCESS@ input: in:VLAN20-Siswa out {unknown 0), src-..
= 982 Apr/04/2026 12:22.13  memory firewvall, info @CRITICAL ACCESS®@ input: in:VLAN20-Siswa out {unknown 0), src-...
=2 Switch 583 Apr/04/2026 12:22:13  memory firewall, info @CRITICAL ACCESS@ input: in:VLAN20-Siswa out (unknown 0), src-...
“18 Mesh 584 Apr/04/2026 12:22:13  memory firewall, info @CRITICAL ACCESS@ input: in:VLAN20-Siswa out (unknown 0), src-...
P i | 985 Apr/04/2026 12:2213  memory firewall, info @CRITICAL ACCESS@ input: in:VLAN20-Siswa out {unknown 0), src-..
- 5986 Apr/04/2026 12:22.13  memory firewvall, info @CRITICAL ACCESS®@ input: in:VLAN20-Siswa out {unknown 0), src-...
</ MPLS r 587 Apr/04/2026 12:22:13  memory firewall, info @CRITICAL ACCESS@ input: in:VLAN20-Siswa out (unknown 0), src-...
ﬁ Routing I /988 Aprs/04/2026 12:22.13  memory firewall, info @CRITICAL ACCESS@ input: in:VLAN20-Siswa out (unknown 0), src-...
i System [ | 989 Apr/04/2026 12:2213  memory firewall, info @CRITICAL ACCESS@ input: in:VLAN20-Siswa out {unknown 0), src-..
990 Apr/04/2026 12:22.13  memory firewvall, info @CRITICAL ACCESS®@ input: in:VLAN20-Siswa out {unknown 0), src-...
g Queues 591 Apr/04/2026 12:22:13  memory firewall, info @CRITICAL ACCESS@ input: in VLAN20-Siswa out {unknown 0), src-..
[ Files 552 Apr/04/2026 12:22:13  memory firewall, info @CRITICAL ACCESS@ input: in:VLAN20-Siswa out (unknown 0), src-...
log 993 Apr/04/2026 12:22:13  memary firewall, info @CRITICAL ACCESS@ input: in:VLAN20-Siswa out {unknown 0), src-..
el 994 Apr/04/2026 12:22.13  memory firewvall, info @CRITICAL ACCESS®@ input: in:VLAN20-Siswa out {unknown 0), src-...
S RADIUS 995 Apr/04/2025 12:2213 memory  firewall irfo @CRITICAL ACCESS@ input: in:VLAN20-Siswa out:{unknown 0}, src-...
}e‘ Tools I /996 Aprs/04/2026 12:22.13  memory firewall, info @CRITICAL ACCESS@ input: in:VLAN20-Siswa out (unknown 0), src-...
@] Mew Terminal 597 Apr/04/2026 12:22:14  memory system, info fiter rule changed by admin
998 Apr/04/2026 12:22.14  memory firewvall, info @CRITICAL ACCESS®@ input: in:VLAN20-Siswa out {unknown 0), src-... —
si# Dot1X 999 Apr/04/2025 122214 memory  firewall irfo @CRITICAL ACCESS@ input: in:VLAN20-Siswa out:{unknown 0}, src-... =
=4 MetaROUTER 1000 tems



v [P LogintoCacti x + — O *

“ &) &y Notsecure  monitor.ukksmktkjxyz/cacti/index.php & Iy @

2. Login ke Cacti dengan username= admin dan password=tkjsmkhn

User Login

Enter your Username and Password below

Username admin
Password ........i
[| Keep me signed in

Login

3. Tambahakan Device ROUTER dengan cara klik Create Device
v B console X +

& » C A\ Notsecure  monitor.ukksmktkj.xyz/cacti/index.php

Console | Graphs ' Reporting ‘ Logs |

Console

A Main Console You are now logged into Cacti. You can follow these basic steps to get started.
» Create devices for network

» Create graphs for your new devices

« View your new graphs

of Utilities
3 Troubleshooting

kemudian Klik + di Bagian kanan Atas, kemudian isi parameter Router Berikut:
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Device [edit: ROUTER]

General Device Options

Description @

Hostname @

Location @

Poller Association @

Device Site Association @
Device Template @

Mumber of Collection Threads @

Disable Device @

ROUTER
192.165.30.1

None -
Main Poller ~
Edge -

MikroTik Device =
1 Thread =

L]

SNMP Options

SNMP Version @

SNMP Community String @

SNMF Port @

SNMP Timeout @

Maximum OIDs Per Get Request @

Bulk Walk Maximum Repetitions @

Version 2 -
public

161

500

10 0ID's ~

Auto Detect on Re-Index =

Availability/Reachability Options

Downed Device Detection @

SNMP Uptime ~

kemudian klik Create pada pojok bagian bawah:

4. Pastikan Router sudah terkoneksi dengan Cacti yang di tandai adanya Identitas Router di Bagian Atas

. Console Devices

# Management

Devices
Sites

Trees

Graphs

Data Sources
Aggregates

£ Data Collection

Console | Graphs | Reporting | Logs

(Edit)

ROUTER (192.168.30.1)

SNMP Information

System: Router0S RBSS1UL-2MnD

Uptime: 1616800 (@days, 4hours, 29minutes)
Mostname: UKK-TK] Nazar

Location:

Contact:

Device [edit: ROUTER]

General Device Options

Description @

Hostname @

5. Tambahkan SERVER dengan memilih Create Device langkahnya sama dengan menambahkan ROUTER
6. Isikan Parameter SERVER seperti berikut:
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General Device Options

Description @
Hostname @
Location @

Poller Association @

Device Site Association @

Device Template @

SERVER
192.168.30.10

None -
Main Poller =

Edge =

Local Linux Machine -

Number of Collection Threads @ 1 Thread -
Disable Device @ §

SNMP Version @ Version 2 =
SNMP Community String @ public

SNMP Port @ 161

SNMP Timeout @ 500
Maximum OIDs Per Get Request @ 10 OID's =

Bulk walk Maximum Repetitions @

Auto Detect on Re-Index -

Awvailability/Reachability Options

Downed Device Detection @

Ping Timeout Value @

Ping Retry Count @

SNMP Uptime -
400

1

Klik Create pada bagian Kanan Bawah.
7. Pastikan juga Server sudah terbaca pada Cacti, ditandai dengan adanya Identitas Server pada bagian Atas

« >

C A\ Not secure  monitor.ukksmktkj.xyz/cacti/host.php?action=edit&id=2

[Console Graphs | Reporting | Logs

[ Console Devices

(Edit)

Main Console

Create

# Management
Devices

Sites

Trees

Graphs

Data Sources
Aggregates

£ Data Collection

[ Templates

¢ Automation

SERVER (192.168.30.10)

SNMP Information

System: Linux ukktkj 6.1.8-15-amd64 #1 SMP PREEMPT_DYNAMIC Debian 6.1.66-1 (2023-12-89) x86_64
Uptime: 153846 (Bdays, @hours, 25minutes)

Hostname: ukktkj

Location: Sitting on the Dock of the Bay

Contact: Me meSexample.org

Device [edit: SERVER]
General Device Options

Description @ SERVER
Hostname @ 192.168.30.10
Location @ None -

Poller Association @ Main Poller =

8. Buatkan Grapich Monitoring Router dan Server dengan memilih menu Graphs kemudian Pilih Previwe
pada bagian kanan atas
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v 1B Tree Mode X e = O X

& 5 C A Notsecure monitor.ukksmktkj.xyz/cacti/graph_view.php w ®

Console | Graphs | Reporting | Logs

Search ‘

b Default Tree ’

9. Pilih menu Device untuk melihat Divice mana yang akan di lihat Grapich
v B Preview Mode X
<€ > © A\ Notsecure  monitor.ukksmktkj.xyz/cacti/graph_view.php?action=preview
Console | Graphs | Reporting | Logs
Preview Mode
Device  SERVER ~ Template All Graphs & Templates Clear Save
Search  Enter a regular expression Q Graphs 20 ~ Columns 2 Columns ~ [_| Thumbnails
Presets LastDay = From 2026-04-03 06:28 To  2026-04-04 06:28 4 1Day ~ MW Refresh Clear
All 4 Graphs
. SERVER - Load Average |
24 B 10T
22 . 09|
20 :(E 0.8
18 4@
£ s & 07
8 14 1!;‘ o 0.6
v 12 & oS
: 1o L
Z  os s 5
06
04 0:2
0.2 8 01
0.0 ce SR A Y
Fri 15:00 Fri 18:00 Fri 21:00 Sat 00:00 Sat 03:00 S5at 06:00 Sat 09:00 Sat 12:00 Fri 15:00
From 2026-04-03 06:28:32 To 2026-04-04 06:28:32
[0 1 Minute Average Current: 0.16 Average: ©.27 Maximum: 0.64 [0 Users Current:
[0S Minute Average Current: 0.10 Average: 0.44 Maxinum: 1,02
= 15 Minute Average Current: 0.32 Average: ©.55 Maximum: 0,80
PENGUJIAN:

1.
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